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************************************************
PER GLENSIDE WEBSITE As a precaution,
all summer programming will be virtual or held outside.
Participants will be required to wear masks and socially
distance. Meeting rooms are not available
to meet CAEUG needs.
UPDATED MEETING INFORMATION

* * * Saturday October 23, 2021 * * *
4th Saturday at 10 AM via Zoom.
A meeting where you get to stay at home.

:: ::

There will be a meeting invitation email Thursday evening
before the Zoom meeting on Saturday morning at 10:00

Check
website for
dates and
meeting info

Our October 23, 2021
An APCUG speaker on CyberSecurity, the creator of Avast
Antivirus software, Bob Gostischa. He shows how to use free
programs to keep you safe on line.

:: ::

REMINDER: $20.00 Membership dues for 2021 are due.
Mail dues to CAEUG, P.O. Box 3150, Glen Ellyn, IL 60138

Mailing address:
CAEUG
P.O. Box 3150
Glen Ellyn, IL
60138
:: ::
MEETING

will be
held using
Zoom
until further
notice

************************************************
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Lamp Post 240

October 2021
by John Spizzirri
The big news this past month was the five hour
service
interruption
on
Facebook,
Instagram,
WhatsApp, and Messenger. Wired Magazine speculated
about the problem in a newsletter (1). After it was
over, The Guardian newspaper reported the story (2)
as it was revealed by other sources (3) and Facebook
itself (4). Then there was the whistle blower revelation about the research
done by Facebook on the ill effects of some aspects of their programs on some
of their young customers (5) and how Facebook continued to employ those
programs. What Congress may do is still up in the air (6, 7, 8). Sixty minutes
had a few minutes with Frances Haugen, the whistle blower (9, 10, 11). The
Verge news site about computer and tech related items presented a
postmortem on the interruption (12). It appears that Facebook had a single
point of failure in a California server center. Engineers had to be sent to that
center to fix that failure. It took five hours because Facebook depended on its
own infrastructure for communications. That is one of the reasons that I do not
log into other web sites using Facebook or other credentials when that option is
offered. Facebook employees could not communicate with each other thus
having to use the phone, texts, and other means to notify various people of the
problems and the orders that needed to be accomplished. CNet broke down
what that five hours cost the company. Facebook lost about $60 millions in that
five hours (13). That breaks down to $13.3 millions per hour or $220,000 per
minute of $3,700 per second. The interruption in conjunction with the whistle
blower have caused a slide in the stock which made Mark Zuckerberg's (14,
15) net worth shrink to $121 billions. According to Bloomberg (16), he is now
the seventh wealthiest person on Earth. Pretty good for a 47 year old.
1) https://is.gd/g3Rua5
2) https://is.gd/nYRngn
3) https://is.gd/dS3oUc
4) https://wp.me/sa0Lhqoutage
5) https://is.gd/NRvNZx
6) https://is.gd/1LrfeH
7) https://is.gd/nIvjaY
8) https://is.gd/UWSPc3
9) https://www.youtube.com/watch?v=_Lx5VmAdZSI
10) https://is.gd/xtIsVE
11) https://is.gd/ESUCuS
12) https://is.gd/XYTAjS
13) https://is.gd/waaEXr
14) https://www.facebook.com/zuck
15) https://is.gd/dPf16F
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16) https://www.bloomberg.com/billionaires/
With all that bad news about Facebook this past month perhaps you have
finally made the decision to delete your account. This information may come in
handy for executors and heirs as well. Wired Magazine has published one of the
most thorough explanations of how to delete an account (1). Facebook does
not make it easy. No matter how much Facebook says it protects your 'privacy',
do not believe it. If you bothered to read the Terms of Service (2), it states,
"Specifically, when you share, post, or upload content that is covered by
intellectual property rights on or in connection with our Products, you grant us
a nonexclusive, transferable, sublicensable, royaltyfree, and worldwide
license to host, use, distribute, modify, run, copy, publicly perform or display,
translate, and create derivative works of your content (consistent with your
privacy and application settings)." The instructions for deleting an account is
buried (3) deeply on a page that talks about temporary deactivation,
deactivation, and deletion. It also talks about Oculus (4) a virtual reality
headset and gaming site. The deactivation instructions are;
Click (the down arrow) at the top right of Facebook.
Select Settings & Privacy, then click Settings.
Click Your Facebook Information in the left column.
Click Delete Your Account and Information, then click Delete My Account.
Enter your password, click Continue and then click Delete Account.
This is another good reason to have a password manager like Bitwarden (5) or
Lastpass (6).
1)
2)
3)
4)
5)
6)

https://is.gd/sUwNmy
https://www.facebook.com/terms.php
https://is.gd/rbJaGC
https://www.oculus.com/
https://bitwarden.com/
https://www.lastpass.com/

Missouri governor Mike Parson is a moron. Josh Renaud, an employee for the
St. Louis PostDispatch, looked at the Missouri's Department of Elementary and
Secondary Education (DESE) web site which has information about teachers
and administrators. Josh clicked on page source, view source, or view page
source depending on what browser he was using to look at the HTML code. This
is something anyone in the world can do to any web page. When Josh did this
he saw that in the HTML code was the Social Security numbers of the teachers
and administrators. He told his boss and did what any white hat hacker does.
He took three of the numbers and confirmed with the individuals that they
were their Social Security numbers. He notified DESE of the security
vulnerability and to clean up their HTML code. He did not tell anyone else of his
find. The St. Louis PostDispatch waited the appropriate amount of time (a few
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weeks), determined that the code was not cleaned up, then printed the story of
how Josh found the numbers (1, 2). Mike Parson flew into a rage. In a press
conference, he threatened to sue the newspaper and prosecute Josh for
computer crime. The DESE is at fault. They know it. The governor knows it.
The DESE site has been up since 2011. The Electronic Frontier Foundation's
(EFF (3)) staff attorney, Aaron Mackey, called the governor's response
“vindictive, retaliatory, and incredibly shortsighted.” That is legalese for
incredibly STUPID.
1) https://arstechnica.com/?p=1804306
2) https://krebsonsecurity.com/?p=57293
3) https://www.eff.org/
Since October 5th Windows 10 computers have different displays on their
Update And Security page. One display states 'This PC cannot run Windows 11'.
Another display states 'This PC can run Windows 11'. The first display means
that the PC does not have the hardware to run Windows 11. You get to stick
with Windows 10 until October 14th 2025 when updates will stop (1). The
second display may offer you an install button which may click to start the
installation. In most cases it will not offer that button. In order to force an
installation you will need an blank USB drive at least 8GB. Get the image file
(2) load onto the USB drive. Restart the PC booting to the USB drive and
install Windows 11. Remember to backup your data before you update to
Windows 11.
1) https://is.gd/sUbykD
2) https://is.gd/ToY3ia
Between you, me and the LampPost, that's all for now.

Dan's Desk
Tips for not getting scammed
By Dan Douglas, President, Space Coast PCUG
www.scpcug.com
datadan (at) msn.com
PLEASE PRINT THIS AND KEEP IT NEAR YOUR PC AND READ IT BEFORE RESPONDING
TO ANY POTENTIAL SCAMS.
Unfortunately, I have seen a dramatic increase in people seeking help after being
scammed on their computers. This includes some of our own SCPCUG members. This
article covers some precautions you can take to minimize your exposure to getting
scammed on your computer. First, let's look at the most common ways of enticing
people to fall for these schemes:
Con't pg 5
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1) Phone Calls  Receiving or placing a phone call, supposedly from or to some
recognizable, wellknown/trusted organization, such as Microsoft, Dell, Amazon, HP,
etc.
Prevention and best practices to avoid falling victim:
• If you want to contact an organization, go to their official website, and click on
the link to contact us.
• Do not search for contact info.
• Scammers pay to be listed first on common searches and act as if you are calling
the real company. I've seen this many times with people trying to contact HP for
printer issues or supplies. They do a web search and call the first number that comes
up, and the person convinces the caller that their printer may need an update, and if
they give them remote access, they can check it out, and then it's game over.
• It is extremely unlikely you would ever receive a phone call regarding your PC or
any activities you perform on it.
• If you don't screen your calls, immediately hang up on anyone claiming to be
calling from one of these organizations.
• Never answer your phone with 'yes.'
2) PC Messages  Receiving a screen message on your PC that informs you  take
your choice  you have been hacked, you are in danger of losing your banking
passwords, your PC has been used for illegal acts and you will be reported to the FBI,
your IP address has been traced, etc. The message usually states to not turn off your
PC and to call some number immediately. These are commonly delivered through your
browser (Edge, Chrome, Firefox, etc.) but can be cleverly designed to hide where
they originated from or look exactly like a familiar company's messages by using their
logos and copies of sections from their actual web pages.
Prevention and best practices to avoid falling victim:
• Do not click on the message.
• Immediately force your computer to shut down completely (NOT sleep) – pull the
plug if you need to.
• Scammers will usually disable many common ways to close the program/browser
normally, such as preventing you from clicking on the close X in the top righthand
corner, so forcing the power off may be the only way.
• Usually, the scam will not permanently infect or corrupt or access any of your
information if you shut it off immediately.
• If you let the scammer have remote access to your PC, you may need to change
your accounts' (at a minimum, credit cards and financial) passwords to be safe.
• Download the free version of Malwarebytes from www.malwarebytes.org if you
want to be sure any traces are removed.
3) Email – Opening an attachment or clicking on a link embedded within an email can
launch any one of many forms of 'attacks.'
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Prevention and best practices to avoid falling victim:
• If an email looks suspicious, check the sender's email address. Your email
program may always show this address, or you may need to hold the mouse over the
name to see the actual email address used to send the email.
• Flag as Spam anything that doesn't look normal, such as a domain name that is
not the same as the company name or a sender's ID that seems made up, such as
dsae12345@myname.com.
• Report the email as phishing. Phishing is where the scammer tries to get you to
log on to a website that looks like a legitimate one but
captures your login information. Common ones are banks,
PayPal, and Amazon.
• Never open an attachment without checking the sender's
email address first.
• Malwarebytes is a good program that may be able to
block many scam programs before they are active if you are
using the premium version.

Tricky Spam Emails
By Jim Cerny, Forums Coordinator / Instructor
Sarasota Technology Users Group
www.thestug.org
vp1 (at) thestug.org
You probably are all aware by now of those awful spam emails that come to
you in your inbox. But recently, I had a very sneaky and tricky spam email that
appeared to come from a friend, and I need to tell you about it so you can be
very careful.
First, I received a brief email from a friend of mine who was also listed in my
contact list, but I found out later that the source email address was not really
his. It “looked” like his, even having his wife’s first name in it, but it was NOT
his email address; it was from a different email provider, which he never used.
Yes, that was tricky all right, but later that week, I received one even worse.
The email sent to me appeared to come from another friend and, being very
careful, I “hovered” my mouse on the email address, and it did show his actual
email address, exactly as it is entered in my contact list! But it was NOT from
him. Fortunately, I called him, and he confirmed that someone had “stolen” his
email address and was using it to try to get gift cards from people.
So, in addition to the usual email precautions, I would like to offer these to
help you from being scammed –
+ Brief emails from a “friend” that say something like “Can you help me?” or
“Can I ask a favor?” are clues that they are bogus. Call your friend to confirm if
they really need your help. As they say, if it was really urgent, they would have
Page 6
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called you, not sent an email.
+ If you do reply to such an email by mistake, you will get a followup email
with a sad story and an urgent request for something like a “cash card” or
donation. Don’t do it!
+ Do not reply or provide ANY personal information in ANY email. Emails can
be forwarded to anyone anywhere. Valid email addresses are traded like stolen
credit card numbers.
+ Do NOT send money or credit card information in any email. Instead, use
your online banking to pay bills.
+ THINK – did the email text really appear to be something your friend would
write to you? If there is the least bit of oddness about it, call the person.
How do these scammers get started? Our neighborhood has a directory
provided to all residents, which includes phone numbers and email addresses.
Many people purposely do not provide their personal information in such a
directory. Once you get an email address, I suppose it is possible to tap into
some emails sent by that address and thus obtain many more email addresses.
Finally, it appears a scammer can send an email that appears to come from
someone else’s address, and yet they still receive replies to the scammer’s
email inbox. How they do this, I have no idea, so be careful.
One final story – I was at the Walmart customer service desk when an older
man was requesting a money transfer to his son, who needed money quickly.
The Walmart people knew right away that it was a scam and refused to fulfill
his request. The man was angry, but it was the right thing to do. He wanted to
send “his son” several thousand dollars!

Keyboard — Refresher Quiz
By Jim Cerny, Forums Coordinator
Instructor, Sarasota Technology Users Group
www.thestug.org
vp1 (at) thestug.org
Most of us have been using a computer keyboard for years, so you are probably
comfortable using it. But a good review of these helpful keyboard keys can make your
texting much easier. There are keyboards for computers, laptops, onscreen touch
keyboards for tablets and phones. They may look a bit different and have some
different keys, but they all will (basically) do the same thing (well, with very few
exceptions). How many of these do you remember? Answers are provided at the end
of the article, but don’t peek!
http://www.caeug.net
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1. How do you repeat a letter or symbol?
2. What do you call that vertical line that appears BETWEEN letters to allow you to
insert or delete text?
3. How do you enter all capital (uppercase) letters?
4. What does hitting the “delete” key do when you are editing text NOT highlighted?
5. How do you highlight or select the text you want to delete, move, or copy?
6. What is the difference between “cut” and “copy”?
7. What does the “tab” key do?
8. What are “function” keys (the “f”keys)?
9. Can you use a keyboard to enter a menu option?
10. What do the arrow keys do?
11. What does the ESCAPE key (Esc) do?
12. Can you find these controls on your keyboard? Volume up or down, insert, page
up or down, or “call a 10yearold for help”?
ANSWERS ON PAGE 10

Interesting Internet Finds April 2021
Steve Costello
scostello AT sefcug.com
While going through more than 300 RSS feeds, I often run across things
that might be interesting to other user group members. The following are some
items I found during March 2021.
A Quick Way To “Clear Your Web Browsing History And Data” …
https://technewsforyou.com/2021/03/01/aquickwaytoclear
yourwebbrowsinghistoryanddata/
I can’t believe I did not know this before. This shortcut is easy to use. I will be
clearing my browsing history and data more frequently from now on.
What Does About:Blank Mean (And Why Does It Matter)?
https://www.maketecheasier.com/whatdoesaboutblankmean/
I use “about:blank” as my home page in all my browsers, and I recommend
you do too. This post explains what “about:blank” means and why it matters.
Here’s How You Can Host Your Own VPN For Less Than $1 A Month
https://www.makeuseof.com/howhostownvpn/
This post is for the more advanced users. I use a paid VPN whenever I am out
and about using WiFi. However, if running a business, I would probably host
my own. Using the VPNs that I pay for is just more convenient for me at this
time.
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http://www.caeug.net

Con't pg 9

How To Use Calibre For Kindle  Step By Step Guide
https://techwiser.com/usecalibreguideforkindle/
I have heard from more and more friends that they are now using a Kindle.
The common question I get is how to easily manage their ebooks. I answer
that they should use Calibre to manage their ebooks. This post provides a
good howto for Calibre. I use Calibre to manage my ebooks on all me ereader
devices, as it can easily convert (non DRM) files. I read on my phone, tablet,
and computer.
How To Send Google Photos In Email
https://davescomputertips.com/howtosendgooglephotosin
email/
Do you still download photos to your PC to send via email? It is no longer
necessary. This post explains how to send a photo directly from your phone via
email.
How To Enable Or Disable Fn Key In Any Laptop?
https://www.thesharedweb.com/enableordisablefnkey/
I have heard from some that they don’t like having to use two keys to get a
function key to work. I prefer it that way myself, as I use the top row number
keys like on a typewriter. For those that would like to enable using the function
keys without having to press the Fn key at the same time, this post provides
two options.
How To Delete Your Old Online Accounts (And Why You Should)
https://www.howtogeek.com/714981/howtodeleteyourold
onlineaccountsandwhyyoushould/
I go through my online accounts quarterly and delete any that are no longer
active or that I feel are no longer relevant. This post explains how and why you
should do the same. Note: I go through my online subscriptions quarterly and
unsubscribe when one is no longer relevant or ends up being too much.
**********
This work by Steve Costello is licensed under a Creative Commons Attribution
4.0 International License. As long as you attribute this article, you can use it in
part, or whole, for your newsletter, website, or blog.

http://www.caeug.net
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Answers from pg 8: 1. Hold down the key. 2. The
insertion point (also know as the cursor). 3. Hit the "caps
lock" key or doubletouch the capital (uppercase) key. 4.
It will delete the character to the RIGHT of the insertion
point. 5. Drag your mouse or finger over the text to
highlight it.
6. "cut"will remove the text you have
highlighted, "copy" will not. But either one will place your
selection on the clipboard. 7. It moves the insertion point
a few spaces to the right (actually you are entering a "tab"
character and you may be able to change the size (length)
of the tab spacing. 8. They will execute a command
depending upon the app you are running. For example, the
f3 key in a game app could mean "jump". Usually the f1
key is used for getting help. 9. Yes, usually with a two (or
at most three) key combination with the "Alt", "Ctrl", or
"Windows" keys. 10. They move your cursor or insertion
point that direction on the screen. 11. It will try to
"escape" out of (or stop running) the app you are using.
12. Keep looking!
October 2021 DVD of the Month
Archman Linux  Light version of Linux
ARI  Monthly newsletter
AudioBook  Free audio book
Avast  Updated anitvirus software
Can I Run Win11  Program to check your hardware
CcleanerBrowser  Browser emphasizing privacy
ClipClip  Clipboard manager  saves to HD
CPUEater 64Bit  Load testing software
DVDOMlists  Contents of CDs and DVDs of the Month
FileZilla  Updated FTP client software
Grub2Win  Duel boot safely on EFI systems
MemberContributions  Things members send me
MicrosoftAutoruns  Shows programs that run
during login/boot
OldTimeRadio  Old radio audio files
PicPick  Sscreen capture tool that includes an editor
PWShow  Shows passwords under asterisks on screen
RestartUsbPort  Restarts stalled USP ports
SUPERAntiSpyware  Updated anti spyware program
ThisIsWin11  Shows whats nes in Win 11
VeraCrypt  Free disk encryption software
Page 10
http://www.caeug.net

Meeting

Location

and

Special

Accommodations
The Glenside Public Library address is
at 25 E Fullerton Avenue, Glendale
Heights, Illinois.

Please park away

from the building. Thank you. The
meeting(s) are not library

sponsored

and all inquiries should be directed to
Mike Goldberg
. Individuals with disabilities who plan
to attend this program and who require
certain accommodations in order to
observe and / or
program

are

participate in the

requested

to

contact

CAEUG president, Mike Goldberg at
least

five

(5)

program,

days

so

prior

that

to

the

reasonable

accommodation can be made.

Mailing address:
CAEUG
P.O. Box 3150
Glen Ellyn, IL 60138
Members Helpline
Any member can volunteer to be
on the Members Helpline.
Hardware problems, Win 7, Win
10, Linux and Virus Removal
 John Spizzirri
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