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Our December presenter
John Spizzirri shows the use of Google Mail on
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November / December 2010
CD of the Month

7Zip---------- Updated compressed file handler
ARl ----------- November / December newsletter
cCleaner - ------ Updated disk cleanup program
CDOMIists - - - - - - Lists of past CDOMs
DVDfabVirtDr - - - - Mounts CD / DVD iso files

EasyDuplicateFileFinder - Updated (the name says it all)
EverythingSearch -  Fast file searcher

FoxitReader - - - - - Updated PDF reading program
HttpEverywhere - - Firefox extension that requests all sites to send in https
Inkscape - - - - - - - Drawing and photo editing program
LastPass - --- - - - Encrypted password / form filling program
LibreOffice - - - - - - A full featured office suite

MediaMonkey ----  Updated multi media player
MemberContributions - Things e-mailed to me from members
NotepadPP - - - - - - Updated text editor

OldTimeRadio - - - - Old time radio broadcast
Picasa--------- Updated photo editor display program
Pinta----------- Drawing program

Safari---------- Updated browser

SandralLite - - - - - - Computer monitoring and benchmarking tool
Scite - --------- Text editor

Skype - -------- Updated telephone communications

Speccy -------- Updated hardware inventory

Thunderbird - - - - - Updated e-mail client
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LampPost 121 -

by John Spizzirri

December 5, 2010

Just a reminder that if you shop on Amazon.com (1), you should access Amazon
via the CAEUG.net (2) web site. It costs nothing extra, but CAEUG gets a
percentage of the sale. Use the ‘Shop Here’ icon at the bottom of the page (see illustration).

Shop Here
FOR WHAT YOU WANT!
~amazon.com.

1) http://www.amazon.com/
2) http://lwww.caeug.net/

Last month, | wrote about the Stuxnet worm. The story has now migrated from the conspiracy
theory media to main stream media. Stuxnet attacks industrial control systems that use Microsoft
(MS (1)) and Siemens AG (2) software. The worm seemed to be designed to attack one target
system, Iran’s Bushehr nuclear reactor. | suspected that the worm was created by a government
(perhaps ours). Since it was released ‘in the wild’ (3), other crackers have grabed it and modified
it to attack other industrial systems (4). The head of the National Board of Information Security
Examiners (5) is lobbying Congress to make laws to regulate industrial computer systems. Is that
really necessary? Would any industry want some cracker taking over their system that may destroy
their ability to produce product or worse harm their customers? | think that informing industries that
make and use such control systems and their insurers would be sufficient.

1) https://www.microsoft.com/

2) http://Iwww.usa.siemens.com/entry/en/index.htm?stc=94

3) http://searchsecurity.techtarget.com/sDefinition/0,,sid14 gci511204,00.html
4) http://Inews.yahoo.com/s/ap/20101117/ap_on_hi_te/us_cyber_threats

5) http://www.nbise.org/

November 22 was the anniversary of the Kennedy Assassination (1,2,3) and the creation of the
world wide web (4). The founder of the world wide web (WWW), Tim Berners-Lee (TimBL (5)), is
concerned for the freedom it offers and how some governments and some web sites (6,7) are
trying to end that freedom. | reported about parts of that process in previous Lamp Post articles. TimBL
wrote the article in Scientific American (8). The article is quite lengthy and has been quoted in many
other news sources like CNet (9). TIimBL believes that Facebook and Linkeln restrict the activities of
their participants regarding communications and Internet access. Governments, on the other hand,
regulate usage, intimidate users, and track usage (10,11,12,13,14,15). This article (16) by Paul
Rosenberg, owner of Cryptohippie (17) draws together many of the news stories and governmental
activities that does much better than TimBL or my references into a cogent argument about the
state of the Internet.

1) http://mcadams.posc.mu.edu/home.htm

2) http://iwww.und.edu/instruct/jfkconference/lUNDchapter30.pdf

3) http://www.assassinationresearch.com/vén2.html

4) http://len.wikipedia.org/wiki/World_Wide_Web

5) http://fen.wikipedia.org/wiki/Tim_Berners-Lee

6) http://www.facebook.com/

7) http://www.linkedin.com/

8) http://www.scientificamerican.com/article.cfm?id=long-live-the-web
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9) http://news.cnet.com/8301-1023_3-20023665-93.htm|?tag=cnetRiver

10) http://news.cnet.com/8301-13578_3-10448060-38.html

11) http://mashable.com/2010/02/05/fbi-isp-privacy/

12) http://www.kable.co.uk/government-will-shred-id-card-data-08nov10

13) http://news.yahoo.com/s/ap/20101025/ap_on_re_us/us_cyberwarfare_manual

14) http://mashable.com/2009/12/02/eff-government-lawsuit/

15) http://www.eweek.com/c/a/Security/Obama-Wants-to-Wiretap-the-Internet-841145/
16) http://www.lewrockwell.com/origll/rosenberg-p1.1.1.html

17) http:/lcryptohippie.com/

The U. S. Department of Justice (DOJ (1)) recently seized 82 websites (2,3) for trafficking in copyright
protected works. In the past, copyright was issued by governments and enforced through civil
courts. The DOJ seems to have changed the rules. | wonder how big a campaign contribution was
needed for that rule change.

1) http://www.justice.gov/
2) https://lwww.eff.org/deeplinks/2010/11/us-government-seizes-82-websites-draconian-future
3) http://rapfix.mtv.com/2010/11/26/onsmash-rapgodfathers-websites-seized-by-authorities/

MS wants a ‘health certificate’ for all PCs before they are allowed on the Internet (1). This falls in with
TimBL’s proposition that some corporations are exerting too much power over users and the
Internet. | do not see it that way. MS asked for this at the International Security Solutions Europe
(ISSE (2)) Conference. The ISSE consists of some businesses and governments. The implementation
of this proposal would be left primarily to government as is already happening in Australia, Netherlands,
France and Japan. A spokesperson for Sophos (3) said that MS PCs might not be allowed on the
Internet because of their poor security performance. | see it as a way to stop all computers except
MS Windows computers from being on the Internet. MS has the clout (cash) to sway governments
into creating an even bigger monopoly than already exists. When it comes to security, MS cannot
compete on a head to head basis with Apple (4) or Linux (5) machines.

1) http:/www.networkworld.com/community/blog/microsoft-proposes-each-pc-needs-health-certi
2) http://lwww.revolutionevents.plus.com/isse/

3) http://lwww.sophos.com/

4) http://www.apple.com/

5) http://www.linux.org/

A member sent this to me: If the opposite of Pro is Con, then is the opposite of Progress, Congress?

Domain name servers (DNS (1)) are a service on the Internet that convert human readable names to
computer readable Internet Protocol (IP) addresses. An example is http://www.caeug.net/ has an IP
address of 65.254.231.120. The numbers would be much harder to remember than CAEUG.net so
DNS was invented. In 2008 it was discovered that these servers could be spoofed. It works like
this; you type in a Uniform Resource Locator (URL (2)), the DNS converts it to an IP, the location of
the IP is found, and your traffic requesting that ip is forwarded to that IP. The spoof works in a similar
fashion but the DNS is fooled into sending the request to an incorrect IP. Steve Gibson, founder of
Gibson Research Corporation (GRC (3)) has come up with at free spoofing test at (4). Run this test
to see if you are vulnerable. While you are there, run the Shields Up (5) test as well.

1) https://secure.wikimedia.org/wikipedia/en/wiki/Domain_Name_System

2) https://secure.wikimedia.org/wikipedia/en/wiki/Uniform_Resource_Locator

3) https://lwww.grc.com/

4) https://www.grc.com/dns/dns.htm Click on the ‘Initiate Standard DNS Spoofability Test’
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button near the bottom of the page
5) http://www.grc.com/x/ne.dlI?rh1dkyd2 Click on the ‘Common Ports’ button

A Malaysian was arrested soon after (within hours) of entering the U.S. for selling stolen credit card
numbers (1,2,3,4,5,6). When law enforcement agents searched his computer, they found an
additional 400,000 credit and debit card numbers. Other information on the laptop showed that he had
victimized the U.S. Federal Reserve Bank of Cleveland and a DOD contractor. Interestingly, all the
articles read almost the same, as if this was just a reprinted press release from the government.
Are you scared yet?

1) http://lwww.net-security.org/secworld.php?id=10199

2) http://www.nydailynews.com/news/ny_crime/2010/11/19/2010-11-19 hacker_nabbed__
after_cracking_into_fed_reserve_network.html

3) http://brandimposter.com/lin-mun-poo-a-malaysian-hacker-hacked-into-major-u-s-
corporations-20104645.html

4) http://Iwww.thesmokinggun.com/buster/hacking/face-behind-name-meet-lin-mun-poo-hacker-
extraordinaire

5) http://garwarner.blogspot.com/2010/11/lin-mun-poo-hacker-of-federal-reserve.html

6) http://pinoytutorial.com/lifebytes/lin-mun-poo-malaysian-man-arrested-hacking-federal-
reserve-network/

Getting dark early? Find the exact time of sunrise and sun set in 79 citties around the world here (1).
1) http://lwww.sunrisesunset.com/

Another half baked ‘scientific study’ declares that Wi-Fi Kills trees (1). There might be some effect
from track and auto exhaust, also.

1) http://Iwww.pcworld.com/businesscenter/article/211219/wifi_makes_trees_sick_study_says.html

The U. S. Department of Transportation (1) head, Ray LaHood, said that he is for making cell phone use
in a car impossible (2,3). | guess OnStar (4) and Sync (5) will have fewer services to offer. |
wonder if they will charge less.

1) http://www.dot.gov/

2) http://lwww.reghardware.com/2010/11/17/mobile_phone_shutoff _in_cars/

3) http://dailycaller.com/2010/11/16/secretary-of-transportation-lahood-were-looking-into-
technology-to-disable-cell-phones-in-vehicles/#ixzz15Y1kz3LG

4) http://www.onstar.com/web/portal/home?seo=goo_| 2008 OnStar_Upfront_|_
OnStar_Make_| OnStar_|_onstar

5) http://www.ford.com/technology/sync/?referrer=N3016.microsoft&bannerid=
590372|55097951|231430374|0

MS Chief Executive Officer (CEO), Steve Ballmer (1), sold $1.3bn worth of shares leaving him with
just 4 per cent of MS (2). His current 408 million shares in Microsoft are worth about $9.6 billion.
Ballmer sold 49.3 million MS shares, at around $27 per share.

1) https://secure.wikimedia.org/wikipedia/en/wiki/Steve_ Ballmer
2) http:/lwww.theregister.co.uk/2010/11/08/ballmer_stock_sale/

The U.S. Air Force (1) is migrating all 600,000 XP and Vista machines to Windows 7 (2). Most of their
PCs are running Vista now. | hope that none of the machines are involved with the nuclear codes or
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the missile control systems. That could mean the end of the world.

1) http://lwww.airforce.com/
2) http://lwww.infopackets.com/news/business/microsoft/2010/20101112 us_air_force_
begins_migration_to_windows_7.htm

The world might end even sooner because the Large Hadron Collider (LHC (1)) at CERN (2) switched
to heavy ions (3). The Dan Brown novel Angels and Demons (4) talks about the LHC at CERN creating
significant amounts of anti-matter. Allegedly, when anti-matter and matter meet they annihilate one
another with a huge relaese of energy. Anti-matter has been created at CERN, FermiLab (5), Thomas
Jefferson Lab (6), and others but in quantities so small (1 subatomic particle (7)) that annihilation
happens instantly (within anano second or less). The energy is measurable but not dangerous because
the massis so small. Energy is equal to mass times the velocity of light squared (8). Things are changing
at CERN. They have been able to collect whole atoms of anti-matter (38 of them). The problem for
them is storing the anti-matter atoms (9). Some people have raised concerns about the possibility
of an anti-matter bomb (10) like that described in the Dan Brown book. This is highly unlikely now
because a gram of anti-matter is necessary to create an energy release similar to that of the
Hiroshima bomb (11). 38 atoms is not even close to a gram. About 60 trillion trillion atoms (12)
would be necessary to destroy a city.

1) http://Ihc.web.cern.ch/lhc/

2) http://public.web.cern.ch/public/

3) http://www.guardian.co.uk/science/life-and-physics/2010/nov/06/1

4) http://www.amazon.com/Angels-Demons-Mass-Market-Paperback/dp/BO03ESRIMW/
ref=sr_1 6?ie=UTF8&(id=1291506340&sr=8-6

5) http://www.fnal.gov/

6) http://www.jlab.org/

7) http:/library.thinkquest.org/18188/english/universe/theory/element.htm

8) https://secure.wikimedia.org/wikipedia/en/wiki/Mass%E2%80%93energy_equivalence
9) http://cerncourier.com/cws/article/cern/30577

10) http://www.theregister.co.uk/2010/11/18/cern_antimatter_bomb/

11) https://secure.wikimedia.org/wikipedia/en/wiki/Little_Boy

12) http://answers.yahoo.com/question/index?qid=20070827203631AAmwlao

Some times an acquaintance will ask you a question that he should know how to find. Let me google that
for you, is a web site that lets you send a URL to that person with the Google (1) search built in (2).

1) http://lwww.google.com/
2)http://imgtfy.com/

With the popularity of Facebook (1) and the amount of information contained there, it was only a matter
of time before there was an exploit to steal that information. Firesheep (2) is an add-on for Firefox that
lets anyone assume your Facebook identity over an unprotected wi-fi connection. If you download it (3),
install it, and run it while on an unprotected wi-fi network, it will present you with a list of people on that
network logged into Facebook. If you select a person from the list, you will be logged in as them. (This
is illegal to do in most jurisdictions.) Most Panera Bread (4) stores have unprotected wi-fi.

1) https://lwww.facebook.com/

2) http:/icodebutler.com/firesheep

3) http:/icodebutler.github.com/firesheep/
4) http://www.panerabread.com/

(con't on page 6)
http://www.caeug.net 5


http://www.caeug.net
http://www.airforce.com/
http://www.infopackets.com/news/business/microsoft/2010/20101112_us_air_force_begins_migration_to_windows_7.htm
http://lhc.web.cern.ch/lhc/
http://public.web.cern.ch/public/
http://www.guardian.co.uk/science/life-and-physics/2010/nov/06/1
http://www.amazon.com/Angels-Demons-Mass-Market-Paperback/dp/B003ESR9MW/ref=sr_1_6?ie=UTF8&qid=1291506340&sr=8-6
http://www.fnal.gov/
http://www.jlab.org/
http://library.thinkquest.org/18188/english/universe/theory/element.htm
https://secure.wikimedia.org/wikipedia/en/wiki/Mass%E2%80%93energy_equivalence
http://cerncourier.com/cws/article/cern/30577
http://www.theregister.co.uk/2010/11/18/cern_antimatter_bomb/
https://secure.wikimedia.org/wikipedia/en/wiki/Little_Boy
http://answers.yahoo.com/question/index?qid=20070827203631AAmwlao
http://www.google.com/
http://lmgtfy.com/
https://www.facebook.com/
http://codebutler.com/firesheep
http://codebutler.github.com/firesheep/
http://www.panerabread.com/

November / December 2010 Abort, Retry, Ignore..
ZScaler (1) is a blog about cloud security. They created BlackSheep (2) to foil Firesheep.

1) http://research.zscaler.com/
2) http://research.zscaler.com/2010/11/blacksheep-tool-to-detect-firesheep.html

Wikipedia (1), you may have noticed, is advertizing free. They depend on donations. Keep Wikipedia
going with a donation (2). It beats advertising.

1) http://Iwww.wikipedia.org/
2) http://wikimediafoundation.org/wiki/WMFJA1l/en/US?utm_medium=sitenotice&utm__
campaign=Saturday1113&utm_source=2010 JA1l Banner3 US&country code=US

McAfee (1) released a list of the 10 riskiest places you give your Social Security Number (SSN
(2)). Kiplinger (3) republished the article and it was picked up by Yahoo Finance (4). | was not
able to find it on the original site(s) so | referenced them all.

1) https://Iwww.mcafeesecure.com/RatingVerify?ref=us.mcafee.com&lang=EN

2) http://lwww.ssa.gov/pubs/10002.html

3) http://www.kiplinger.com/

4) http:/lfinance.yahoo.com/banking-budgeting/article/111238/10-riskiest-places-to-give-your-
social-security-number?mod=bb-budgeting

For what it is worth, The Register seems to have an exclusive. They reported (1) that the National
Security Agency (NSA (2)) was offering ‘billions’ for a Skype (3) eavesdrop solution. According
to the anonymous source, all governments are having trouble eavesdropping on Skype phone calls and
Skype Instant Messaging (IM). |, personally, do not believe it. The NSA with an almost unlimited
budget can get the best and brightest out of college without ‘going public’ like this.

1) http://www.theregister.co.uk/2009/02/12/nsa_offers_billions_for_skype pwnage/
2) http://www.nsa.gov/
3) http://www.skype.com/intl/en-us/home

Do you want to know how to pick a Linux distribution (distro (1)) that suits your needs? Thereis a
test (2) you can take that will determine which distro is best for your experience level. It produces a
list of the distros that may best suit your needs. If Suse is on the list, here is a place (3) to make
a custom install of Suse and try it out on line before you commit.

1) http://fen.wikipedia.org/wiki/Linux_distribution
2) http://lwww.zegeniestudios.net/ldc/
3) http://susestudio.com/

As our eyes age, most people experience a change in vision causing us to purchase reading glasses
or prescription lenses. Zoom Focus Eyewear (1) has developed a new type of eye wear that refocuses
your prescription lenses so that clarity is preserved over a wider range. Unfortunately, the only frame
selection makes you look like Harry Potter (2). The Wall Street Journal is where | picked up the story (3).

1) http://www.superfocus.com/

2) http://harrypotter.warnerbros.com/harrypotterandthedeathlyhallows/mainsite/index.html
3) http:/ffinance.yahoo.com/family-home/article/110853/a-different-kind-of-eyeglasses
?mod=family-love_money

(con't on page 7)
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The German Chancellor (1), Angela Merkel, does not seem hampered by the 1949 constitution (2). The
Chancellor is making demands on the alien community (primarily Middle Eastern). Merkel is
demanding that they speak German and hold Christian values (3). Speaking out of both sides of
her mouth she also said, “Islam is part of Germany”. The Islamist Turkish President, Abdullah Gul,
agreed with her although he is trying to make political points so that Turkey can get into the
European Union (EU (4)). At least some of this rhetoric has been spurred on by comments from a
banker, Thilo Sarrazin, who said that Germany was being made “more stupid” by poorly educated
immigrates (5). This description of Merkel does not seem to agree with the U.S. State Department’s
(6) assessment of her as released in WikiLeaks (7). One official said she was ‘risk averse’ (8).
The bipolar State Department also called her the only leader ‘man enough’ (9) to lead the European
Union (EU (10)). Incidentally, WikiLeaks cannot be reached any longer. | do not know if our
government cracked it out of existance, the Internet Service Provider (ISP) pulled the site because
of non-payment, or the ISP was cowed into taking it down by our government or some other
government. PayPal (11) has cut off WikiLeaks account leaving Julian Assange to pay for the site
alone. Australian born, Assange is the founder and operator of WikiLeaks. The money seems to be
the least of his worries. He is wanted by Interpol (13) on an alleged, unspecified sex crime in Sweden.
The U.S. may prosecute him under the Espionage Act (14) even though the U. S. has seldom done
that in the past. A number of Republican representatives want to declare WikiLeaks a terrorist
organization (15,16). If the Obama administration or Congress declare that WikiLeaks is a terrorist
organization, then Assange may be summarily assassinated (murdered), locked up in Guantanamo
Bay prison (17)

(con't on page 8)
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Reminder:

You'llgetbetter, faster service
if you use CAEUG in the
subject of your e-mail.

ABOUT THE NEWSLETTER:

This printed version of our newsletter was laid out
using Adobe's Pagemaker Version 7.0 for Windows.

The opinions expressed in this newsletter are not
necessarily those of the CAEUG Officers, members or
other contributors. CAEUG, its officers, newsletter editor,
authors or contributors are notliable in any way for any
damages, lost profits, lost savings, or other incidental or
consequential damage arising from the use of the
information provided herein. Every reasonable effort has
been made to confirm the accuracy of the contents of this
newletter, but that accuracy is not guaranteed.

Permission is granted to reproduce any or all parts
of this newsletter for personal use. Also granted is
permission to reproduce for public ation any part of this
newsletter provided that a copy of the publicationis mailed
to CAEUG, immediately following publicationand CAEUG is
given credit.

The CAEUG newsletter is published eleven times
annually. Contributions by members are encouraged
and will be gratefully acknowledged in the newsletter.
We have a policy of exchanging newsletters with other
users groups across the nation. Several CAEUG member
articles have already been picked up and reprinted.

Membership Costs.....

First Yr. Renewal
Individual $25.00 $20.00
Family $30.00 $25.00
Corporate $30.00 $25.00
Associate $20.00 $15.00
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MEMBERS HELPLINE

Any member with a specific expertise can
volunteer to be on the Members Helpline.

Beginner Helpline . . ......... Billy Douglas

Beginner hardware problems . . . Dick Fergus

Hardware problems, . . ... .. 2K, XP & Linux
John Spizzirri

CD orF THE MonNTH FORMAT: ISnow available intwo (2) flavors.
The Basic CD will be packed with the standard items,
while the CD of the Month will have NEW and updated
items.
NEW Money Saving Offer for CD of the Month
Pre Order + Prepay = SAVE $$

The club will offer the CD of the Month on a pre order,
prepaid basis. The charge will be $70.00 a year for 9
months. This is $20 annual savings over buying them for
$9 each month.

MAIL Request - There will be a $2.00 mailing charge per CD

http://www.caeug.net 9
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CAEUG
P. O. Box 2727
Glen Ellyn, IL 60138

FIRST CLASS MAIL

* | ** | ** Notice Date information ** | ** | *

The next REGULAR meeting will be held at the Glenside Public Library
25 East Fullerton in Glendale Heights, lllinois
starting 9:30am

CONFIRMED Future Meeting dates for 2010 at Glenside Public Library
The following Saturdays mark your calendars
The 2nd Saturday - December 11 (A & B)

The 3rd Saturday - January 15, 2011
The 4th Saturday - February 26, 2011

Meeting Location and Special Accommodations

The Glenside Public Library address is at 25 E Fullerton Avenue, Glendale Heights, lllinois. The Library location is
Fullerton between Bloomingdale Road (stop light intersection) and Schmale Road (stop light intersection) on the south
side of Fullerton. Fullerton is parallel to North Avenue (Route 64) and Army Trail Road. North Ave. is south and Army
Traill is north of Fullerton. Please park away from the building. Thank you.

The meeting(s) are not library sponsored and all inquiries should be directed to Mike Goldberg at
MikeGold60137 @yahoo.com. Individuals with disabilities who planto attend this program and who require certain
accommodations in order to observe and/or participate inthe program are requested to contact CAEUG president,
Mike Goldberg at MikeGold60137@yahoo.com, at least five (5) days prior to the program, so that reasonable
accommodation can be made forthem.

Hope to see you there!
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